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AHHOTALIUA

JIaHHBINA JOKYMEHT COAEPXKHT OIMCAHWE MPUMEHEHHs aHTHBHPYCHOTO (GHIBTPA JUIS MOYTOBOTO
cepepa Sendmail, pyunkuunonupytomiero mos ymnpasiaeauem OC Linux.

Pa3zpabotunk anTHBUpPYCHOTO (PHIBTPA JUIS TOYTOBOTO cepBepa Sendmail, GyHKIIMOHUPYIOIIETO
nox ynpasiaenueM OC Linux - OJ10 «BupycbnokAnay.

220088, Pb, Munck, yn. Cmonenckas, 15 — 8036

tenedon: (+375 17) 294-84-29 (kommepUecKuii oTien)

tenedon: (+375 17) 290-59-29 (Texnndeckuii oTaemn)

E-mail: info@anti-virus.by

TPy

[IporpaMMHOE CPEICTBO COOTBETCTBYET TPEOOBAHHMSIM TEXHUYIECKOTO periaMeHTa PecryOinku
benapycs TP 2013/027/BY.

AHTHUBUpPYCHBIN (UIIBTp Ui MOYTOBOTO cepBepa Sendmail mpenHasHaveH AJis 3alUThl KIMEHTOB
[OYTOBOW CHUCTEMBI OT BO3ZCHCTBHUSI BPEIOHOCHBIX IPOrPaMM U KOMIIBIOTEPHBIX BHPYCOB, KOTOPbIC
MOTYT COJICPIKATHCS BO BXOASIIMX U HCXOISIIMX MOYTOBBIX COOOIICHHSIX.

AHTUBHPYCHBIN QUIIBTP U1 mouTOBOrO cepBepa Sendmail obecnieunBaer:

ucnonn3yet Milter API nist B3aumoneiicteust ¢ Sendmail;

MIPOBEPKY BCEX MOUYTOBBIX COOOIICHHI Ha cepBepe Mepe]] T0CTaBKOM MoTydareio;

THOKOCTh U YJOOCTBO HACTPOWKH ACWCTBUIA, BBHITIOJHSAEMBIX HaJ MOYTOBBIMU COOOIIEHUSIMU,
COJICPKANIMMK BPEIOHOCHBIE TPOTPaMMbI WJIH KOMITBIOTEPHBIE BUPYCHI, TOJ03PHUTEIHHBIC
daiinbl ¥ HEM3BECTHBIE MAKPOCHI: OTCBHIIKA YBEJOMIICHHI, COXpaHEHUE KOMHUH B 33aJaHHOM
KaTaJiore W OTCHUIKA IO 33IaHHOMY TIOYTOBOMY ajipecy, J00aBIe€HHE CTPOK B TEMY MHUChMa U
Mime-3aroyioBoK;

HACTPOIKY MOJIUTUKU 0e30macHOCTH o OTHOIICHHUIO K COOOIIIEHUAM
ContentType=message/partial;

UCIIONIb30BaHue  (hailyioB  1MIa0JOHOB JUIS  OTCHUIAEMBIX COOOINEHHM, HacTpauBaeMbIX
aIMHHHCTPATOPOM, a Tak)K€ BO3MOXHOCTH 3alyCKa 3aJaHHON BHEIIHEW MporpamMmbl MpHU
OTIPEICTICHHBIX COOBITHUSX;

UCIIOJIb30BaHNE JBPUCTHYCCKOTO AHAIM3AaTOpa AHTHUBUPYCHOTO SApa YBEIUYHBACT IIAHCHI
OOHapy>XeHHsI HOBBIX HEHM3BECTHBIX BHPYCOB M TaKHM 00pa3oM  BO3MOXKHOCTh
MPEIOTBPALIICHHS SMTUEMHUII HOBBIX BUPYCOB;

MPOBEPKY MHOXKECTBA APXUBOB PA3IUYHBIX THUIOB W (HalJIOB, yYMAKOBAHHBIX Pa3TUYHBIMHU
YIaKOBIIMKAMH;

ABTOMATUYECKYI0  KOPPEKTUPOBKY  KOH(QUIypalMOHHOrO  (aiima ¢  BO3MOKHOCTHIO
YBEAOMJICHHS aIMUHUCTPATOpa MPU HATHYUU HETPABUIHHO 33JaHHBIX 3HAYEHUN TapaMeTPOB;
MHOTOTIOTOYHBIN peXuM paboThl (GUITBTPA U AHTUBUPYCHOTO JIEMOHA;

0OHOBJICHHE aHTUBUPYCHBIX 0a3 0e3 mepe3arpy3Ku.

AHTHBprCHLH/I GuIbTp I TOYTOBOTO cepBepa Sendmail cocTout U3 caeayomuX MOIyIIeH:

vbasmf — moayne ¢uibTpa, oOecneYrBarOINi AHTUBUPYCHYIO 3aIMTY M B3aHMMOJICHCTBHE C
Sendmail;
vbaupdater — Moty 0OHOBIICHUSI.
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1. HASHAYEHMUME ITPOI'PAMMBI

AHTHBUPYCHBIN (GUIBTP I OYTOBOTO cepBepa Sendmail mpexHasHayeH uist 3alUThl KIHCHTOB
MOYTOBOW CHUCTEMBI OT BO3CHCTBHUS BPEAOHOCHBIX MPOrPAMM K KOMIIBIOTEPHBIX BHPYCOB, KOTOPBIC
MOTYT COZIEPYKATHCSI BO BXOJISIIMX U UCXOJIAIIMX TTOYTOBBIX COOOIICHHSX.

AHTHUBUPYCHBIN QUILTP VIS IOYTOBOTO cepBepa Sendmail obecneunBaer:

ucnonb3yeT Milter API s B3aumopeticteus ¢ Sendmail;

IPOBEPKY BCEX IMOYTOBBIX COOOIIECHH HA cepBepe Mepe/1 JOCTaBKOW MOTyvaTeo;

rHOKOCTh M YA0OCTBO HACTPOMKHU JACHCTBHM, BBHIIOIHIEMBIX HaJl MOYTOBBIMH COOOIECHUSIMH,
COJIEp’KallMMH BPENOHOCHBIE IPOrPaMMBbl WJIH KOMIIBIOTEPHBIE BHUPYCHI, IIOJO3PUTEIbHBIC
¢aiinel 1 HEU3BECTHBIE MAKpPOCHI: OTCHUIKA YBEJOMJICHHUH, COXpaHEHHWE KOMHH B 3aJlaHHOM
KaTaJlore U OTChUIKA IO 33JJaHHOMY II0YTOBOMY ajipecy, 100aBjieHHE CTPOK B TEMY MUCbMa U
MiMme-3aroJI0BoK;

HacCTpolika MOJINTUKU Oe3omacHoCTH 1o OTHOIIECHHUIO K COOOLICHUAM
ContentType=message/partial;

UCrob30BaHue (aillloB IMI1a0JIOHOB Ui  OTCBUIAEMBIX COOOLICHMH, HacTpauBaeMbIX
aIMMHHMCTPATOPOM, a TaK)K€ BO3MOXHOCTb 3allyCKa 3aJaHHOM BHEUIHEW IPOrpaMMbl IpU
OTIPE/ICIICHHBIX COOBITHSX;

UCIIOJIb30BaHUE 3BPUCTHUUECKOIO aHAIM3aToOpa aHTUBUPYCHOTO $pa YBEIWYMBAET IIAHCHI
OoOHapy’>KeHUs HOBBIX HEU3BECTHBIX BHUPYCOB M TakUM 0O0pa3oM  BO3MOXXHOCTb
IPEIOTBPALLCHUS 3MTUEMHUII HOBBIX BUPYCOB;

IIPOBEPKAa MHOKECTBAa ApPXHMBOB Pa3jIMYHBIX TUIIOB M (aillIoB, YNAKOBAHHBIX Pa3IUYHBIMU
YIaKOBIIMKaMH;

aBTOMaTHUeCKasi KOPPEKTUPOBKAa KOH(UTYPALIMOHHOTO (aiijia ¢ BO3MOKHOCTBIO YBEIOMJICHHS
aJMHHMCTpATOpa MPU HATMYUK HEMIPaBUWIIbHO 33JaHHBIX 3HAUYEHUI apaMeTpoB;
MHOTONIOTOYHBIN pexuM paboThl (UIBTPAa U AHTUBUPYCHOT'O IEMOHA;

0OHOBJIEHHE aHTUBUPYCHBIX 0a3 0e3 mepe3arpys3Ku.
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2. YCJOBUSA NPUMEHEHUSA
2.1. TpeOoBaHMsI K TEXHHYECKHM CPeICTBAM

[Ipu pabote mporpammbl ucnonb3ytorcs [IK na 6aze apxutektypsl Intel x86. AmnmapaTtHas
koHduryparuss [IK nmomwkHa ynoBiaeTBOpsTh TpeboBaHusaM wucmnoiabzyemoit OC. [lns  ycTaHOBKH
aHTUBUpYCHOTrO (miibTpa aus nouroBoro cepsepa Sendmail tpebyercs e menee 500 Mb cBoGoHOTO
JMCKOBOTO MPOCTPAHCTBA Ha skecTkoM aucke [TK.

Munumanbsbiit 00emM O3V — 500 Mb.

[Tpu ucnonb3oBaHuK PyHKIUU XpaHEHUS KOMUI HHPHUIIMPOBAHHBIX/TIOIO3PUTEIBHBIX COOOIIEHUI
HEO0XO0/IUM JJOCTAaTOYHBIH 00beM CBOOOIHOTO IUCKOBOT'O MPOCTPAHCTBA pa3Mep KOTOPOTO OTPENeIsIeTCs
MOTPEOHOCTSAMU MOJIB30BATEIS.

2.2. TpeboBaHusi K MPOrPaMMHBIM CpeICTBaM

AHTHUBUpPYCHBI (QUIBTP Uil mouTOBOro cepBepa Sendmail dyHkimoHupyer mox ynpaBieHHEM
OC Linux coemectro ¢ Sendmail Bepcuit 8.11, 8.12. Sendmail momken obecnieunBath moaaepxkky Mmilter
API. Takxe nomkHbBI ObITh ycTaHOBIICHA OnOMoTeka glibc Bepcuu 2.18 u libmilter.

2.3. O0mue XapaKkTepUCTUKHU BXOAHOI U BBIXO/IHOI nHGOpMannu

BXOgHBIMU NaHHBIMH JUISI aHTUBHUPYCHOTO (PHIIBTpA SIBISIOTCS MOYTOBBIE COOOMICHMs B mime-
¢dopmare, nepeiaBaeMbIMU Ha IPOBEPKY MOYTOBON CHCTEMOH.

BbIXOIHBIMU JaHHBIMU JJI QHTUBUPYCHOTO (PUIIBTpA SBIISIOTCS PE3yJbTaThl NMPOBEPKH B BHJIE
YHCIIOBOTO (TEKCTOBOIO) KOJa, COO0IIaeMble (PUIBTPOM ITOYTOBOI CHCTEME.
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3. OIIMCAHME 3AJIAYHN
3.1. ¥Ycranoska

AHTHBUpPYCHBIN QUIBTp Ui TOYTOBOTO cepBepa Sendmail mocrasnsiercs B Buje apxusa vbasmf-
[version].tar.gz (rme version — Bepcus akeTa). APXHUB COJACPIKHT:

—  ¢uastp aaa Sendmail;

— KOH(pUTYyparmoHHbIH (aitn GuibTpa;

— aHTHBHUPYCHBIC 0a3bl.

Jns ycTaHOBKM (QuMIbTpa HEOOXOAMMO B KOMAaHIHOM CTPOKE IOCJIEIOBATECIbHO BBECTH
CIICTYFOIIEe KOMaH/IbI:

— tar zxf vbasmf-[version].tar.gz (pacrakoBath apxus);

— cd vbasmf-[version] (3aiiTi B pacltakOBaHHYIO JUPEKTOPHIO).

I[Tocie 3T0r0 HEOOXOAMMO 3aIYCTUThH CKPHIIT YCTAHOBKH (B KOMaHIHOM CTpoke HaOpats ./install).

[Mocnie ycTraHOBKH (QHIIBTP HAXOAUTCS B AMpeKTOoprH /Opt/vba.

Jlasiee HEOOXOIMMO HACTPOUTH B3aUMOEHCTBHE GHIbTpa M MOYTOBOM cuctembl Sendmail. s
3TOr0 HEOOXOAMMO BHECTH W3MCHEHHs B KoHpurypauuonusie daiier Sendmail («Sendmail.ct» wim
«Sendmail.mcy).

Buecenne nusmenenunii B «Sendmail.cfy:

— Jna Sendmail Bepcun 8.11:

————————————————————— insert -- - -
FHAHHEH A A A AR AR H A

# Input mail filters

FHEHE A AR

O InputMailFilters=vbasmf

FHFF AR 4 4
# Xfilters
HHfHH A A A4

Xvbasmf, S=_ ADDRESS , F=T, T=S:15m;R:15m;E:1h

————————————————————— insert —-————-=-——————————
— Jna Sendmail Bepcun 8.12 u crapue:

————————————————————— insert —-———=-————————————

FHEHE A A A
# Input mail filters

FHAFHEH A A AR A A
O InputMailFilters=vbasmf

#HEHE A AR

# Xfilters

FHAHHE AR

Xvbasmf, S= ADDRESS , F=T, T=C:10m;S:15m;R:15m;E:1h
————————————————————— insert - ———=---————--—————————————

[Mapamerp F= onpenenser neiictBue mouTtoBoi cucrembl Sendmail mo oTHOmIeHWH K
COOOIIeHUsIM, KOoTaa (QIIBTP HEIOCTyNeH. BO3MOXHBI cleayronue BapuaHThl: R — ommbka gocTaBKH
coobmienusi; T — ngocraBka cOOOLIEHUS BPEMEHHO Oyokupyercs. Eciaum He ycTaHOBIEH HM OJUH M3
BO3MOXXHBIX [TApaMeTPOB, COOOIICHHE Oy IeT JOCTaBICHO O€3 MPOBEPKH.

Bruecenne nsmenenuii B «Sendmail.mey:

— Jns Sendmail maame Bepcun 8.12:
————————————————————— insert ---------——————————————————
define (°_FFR MILTER', 1)
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INPUT MAIL FILTER( vbasmf', "S= ADDRESS , F=T, T=S:15m;R:15m;E:1h")
————————————————————— insert -- -

— Jus Sendmail Bepcun 8.12 u crapuue:
————————————————————— insert —-—--—--—----------—-———————-
INPUT MAIL FILTER( vbasmf', 'S= ADDRESS , F=T, T=C:5m,S:15m;R:15m;E:1h")
————————————————————— insert ------———--————-———

[Tocie 3TOrOo HEOOXOAMMO TMepeKOMIWIMpoBaTh «Sendmail.mc» [is moaydeHus: HOBOTO
«Sendmail.cf».

Bo Bcex nmpuBenennsix npumepax  ADDRESS - crpoka, onuceiBaromias B3auMOJCHCTBUE
¢ubTpa U nouyroBoi cucrembl Sendmail. [TapameTp obKkeH UMETh 3HAYCHUE, AaHAIIOTUYHOE 3HAYCHUIO,
3aJaBaeMOMy B KOH(puryparuoHHoMm (aiine ¢uastpa (vbasmf.conf) mapamerpom «MilterAddress»
cekuuu «Filter (mo ymomganuto unix:/var/run/vbasmf.sock).

VcranoBka Komiuiekca u MHTErpUpOBaHUE €ro ¢ MOYTOBOM cucTemMoit Sendmail 3akoHveHa.

3.2. Hacrpoiika

Kondurypanuonnsiii daitn vbasmf.conf pasdoutr Ha cekuuu, Kakaas U3 KOTOPBIX COICPIKUT
JIOTUYECKH CBsA3aHHbIE mapameTpbl. Ha3BaHue mnapamerpa NPUBOIUTCA B OJHOM U3 CIEAYIOIIUX
BapHaHTOB:

— Parameter = value. B pamHOM ciydae value sBIsSeTCS 3HAuCHHEM, 3aJaHHBIM B
KOH(HUTYpAIIMOHHOM (aiijie Mo-yMOTYaHHIO.
— Parameter = {list of values}. B gamnom ciydae list of values mpencraBiser coboi

NIEPEYHCIICHHBIC Yepe3 3aIsTyI0 3HAaUCHUS, KOTOPbIE MOXKET IPUHUMATH TIapamMeTp.
Jlnst KaKI0ro mapaMeTpa HMPUBOJMTCS KPATKOE ONMKCAHUE ero Ha3HAYCHHs, 3aTEM - BO3MOXKHBIC
3HAYEHHs, KOTOPBIE OH MOXET IIPUHUMATb.
Cexnus [Infected] comepxuT mnapamerpsl, OTHOcALIMECS K 00pabOTKe HMHPUIMPOBAHHBIX
COOOIIeHNH:
1) Action= {skip, discard} Ompenensier neicTBHE, BBIMOIHIEMOE HaJ WHPHIUPOBAHHBIMH
COOOLICHUSMHU.
— skip — npogomkuTh Hiepeaady cooOIIeHNUS MOIb30BATEIIO;
— discard — He 10CTaBIATH COOOIICHUE MOTB30BATEIIO.
2) CopyToDir = {yes, no} OmpezesnsieT BO3MOKHOCTb COXPaHEHUs] KOIMHHA HWH(DUIIMPOBAHHOTO
COOOLIeHHUS.
— Y€S — COXpaHATh KOIHIO;
— NO — HE COXPAHATH KOIHIO.
3) CopyDirPath = /opt/vba/vbasmf/infected/
Vka3plBaeT MyTh K KaTaJOry JUIs COXPAHEHUS KOMWM HHQUIMPOBAHHBIX COOOLICHUI.
lopt/vba/vbasmf/infected/ - sBasiercst mytem mo ymondanuto. [Ipy HEOOXOIUMOCTH MOMKHO
yKa3arh MyTh K APYTOMY CYIIECTBYIOIIEMY KaTaJoTy.
4) CopyToMail = {yes, no} OmpenenseT BO3MOXHOCTh OTCBUIKH KOIHH HHMDUIUPOBAHHOTO
COOOLIeHHUS.
— Y€S — OTCBUIATh KOIHIO;
— N0 — HE OTCHUIATh KOIIHIO.
5) CopyMailAddress = mailaddress YkaswiBaeT moutoBsiii agpec (mailaddress) s oTchuiku
KONUI MHPUIUPOBAHHBIX COOOIICHUH.
6) SenderNotify = {yes, no}
RcptNotify = {yes, no}
OmnpenensioT BO3MOXKHOCTb OTCHUIKH yBeoMiIeHu# otnpaButento (SenderNotify) u
noydatento (ReptNotify) nndumuposannoro coobmeHus.
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— YE€S — OTHpPAaBJIATH YBEIAOMIICHUC,

— NO — HE OTHPABJIATH YBEIOMIICHHE.

SenderNotifyTemplate = /etc/vba/vbasmf.templates/template.msg

RcptNotifyTemplate = /etc/vba/vbasmf.templates/template.msg

OmnpexpensitoT cnoco0 yBeJIOMIICHHS TMOJb30Bareneld 00 WHPHUIMPOBAHHOM COOOIICHUU.
3HaueHune napamMeTpa yKa3blBa€T IYTh K I_I_Ia6J'IOHy OTChLIAEMOI'0 YBEJOMIICHU .

Cekmus [Suspicious| COAEpKUT TMapaMmeTpbl, OTHOCAIIMECS K 00pabOTKe TMOJ03PUTEIHHBIX
COOOILEHUH:

1)

2)

3)

4)

5)

6)

7)

8)

HeuristicLevel = {0, 1, 2} Omnpenenser ypoBeHb 3BPUCTHUYCCKOTO aHAIM3AaTOpA:

— 0 - orkimrouew;

— 1-— cpennnii;

— 2 — MaKCHUMaJIbHBIMH.

YpOBEeHb 3BPUCTUYECKOTO aHaJIM3aTopa OMpeAeisseT O0BEM OMOIHHUTEIBHBIX ICHCTBHIA,
[POM3BOJAUMBIX AHTHBUPYCHBIM JEMOHOM IpH 00paboTKe OOBEKTOB, Il OOHAPYIKECHHSI
HOBBIX HEM3BECTHBIX BPEIOHOCHBIX IPOTPaMM M KOMIIBIOTEPHBIX BHPYCOB. Takum o6Gpaszom,
Ha TI0YTOBOM CEpPBEpPE PEKOMEHIYETCsl YCTaHOBHUTH cpeanuil (1) ypoBEeHb 3BPHUCTHYECKOTO
aHaJIM3aTopa, ISl YBEIMUYCHUS BEPOATHOCTH IIPEIOTBPAIIEHHUS SIIUIEMHI HOBBIX BUPYCOB.
Action= {skip, discard} Ompenensier aelcTBUE, BBIMOIHACMOES Haa HHOUIMPOBAHHBIMU
COOOILIEHUSIMHU.

— SKip — mIpoJ0IDKHUTE Tepeady COOOIEHHS TT0JIb30BATEIO;

— discard — He HOCTaBIATH COOOIICHUE MOJIb30BATEIIIO.

CopyToDir = {yes, no} OmnpenenseT BO3MOXXHOCTh COXPAHEHHs KOMUH MOJO3PHTEIHLHOIO
COOOILIEHNS.

— YES — COXpaHATh KOIIMIO,

— N0 — He COXPAaHSThH KOIIHIO.

CopyDirPath = /opt/vba/vbasmf/infected/ Yka3siBaer myTh k KaTanory [uisi COXpaHEHHs KO
MOJI03PUTENBLHBIX coobmieHuii. /opt/vba/vbasmf/suspicious/ sBisieTcss myTeM MO yMOTYAHHIO.
[Tpu HeOOXOIUMOCTH MOYKHO yKa3aTh IMyTh K IPYTOMY CYIIECTBYIOIIEMY KaTalory.

CopyToMail = {yes, no} OmpenensieT BO3MOKHOCTb OTCBUIKH KOIHH TOJ03PUTEIHLHOTO
COOOLIeHHUS.

— YeS — OTChIIaTh KOIHIO;

— NO — HE OTCHUIATh KOIIHIO.

CopyMailAddress = mailaddress YkaseiBaer mouroBblii agpec (mailaddress) mis oTcbuiku

KOMHI MOJO3pUTEIbHBIX COOOLICHUH.

SenderNotify = {yes, no}

RcptNotify = {yes, no}

OnpenensitoT BO3MOXHOCTb OTCBUIKM yBenomiieHui otmpaButento (SenderNotify) u
nonydarento (ReptNotify) momo3purensHOro cooOnieHus.

— Y€S — OTHpPAaBIATh YBEIOMIICHHE;

— N0 — He OTIPABIATH YBEIOMIICHHE.

SenderNotifyTemplate = /etc/vba/vbasmf.templates/template.msg

RcptNotifyTemplate = /etc/vba/vbasmf.templates/template.msg

Omnpenensitor cnoco0 yBeIOMJICHHMs TOJdb30BaTesell 00 IMOA03pUTENBHOM COOOIICHUH.
3HayeHne TmapaMmeTpa yKa3bIBaeT JIMOO MyTh K MAOJOHY OTCHUIAEMOTO YBEIOMIICHUS, JTHOO
MyTh K BHEIIHEH porpaMMe s 3amycka(B 3TOM cliydyae IyTh yKa3blBaeTcs B CKoOkax '<' ">').
B nocneanem ciayuae, mouToBbIA (UIBTP CO3/1aET MEpEMEHHbIE OKPYKEHUs ¢ MHPOpMaIiei,
OIMCHIBAIOLIECH MOA03pUTENbHOE cooOIIeHrne. Yurtas 3HaueHHs] MEPEeMEHHBIX OKpPY>KEHUS,
BHEIIIHSS 3allycKaeMasl MporpaMma IMojydaeT uHdopmaiuio oT ¢GuibTpa (Co3JaBacMbIe
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MEPEeMEHHBIC OKpPY)XECHHsS OyayT ONWCaHbl HIDKE TpH omnucaHuu (Qaiina 1rabiaoHa
YBEIIOMJICHHS ).

Cekmus  [WithMacros] comepkuT TapaMeTpbl, OTHOCSIIMECS K 00paboTKe COOOIIeHUH,
COJZIEp KAIINX HEM3BECTHbIE Makpochl. ONKCaHUs BCEX MapaMETPOB aHAIOTMYHBI COOTBETCTBYIOIIUM B
BbImeonucanubix  cekmmsax (Action, CopyToDir, SopyToDirPath, SenderNotify, RcptNotify,
SenderNotifyTemplate, RcptNotify Template).

Cexuus  [Notifications] omnuceiBaeT mapaMeTpbl HACTPOMKM  OTCBUIKM  YBEIOMIICHHM
aIMUHUCTpaTopy. 3HaueHus mapametpoB (OnVirus, OnSuspicious, OnWithMacros, OnError,
OnVirusTemplate, OnSuspiciousTemplate, OnWithMacrosTemplate, OnErrorTemplate) anamorudnsl
cexunu Infected (SenderNotify, SenderNotifyTemplate), nanee mpuBoaUTCS TOIBKO OOIIEE ONMUCAHUE HX
Ha3HAYCHUS:

1) OnVirus — oTchuUIKa yBeIOMIICHHS 00 00HAPYKEHHOM HH(PHIIMPOBAHHOM COOOIIECHHUH;

2) OnSuspicious — oTcIbLIKa YBEIOMIICHUS 00 OOHAPYKEHHOM I0I03PUTEIILHOM COOOIICHUH;

3) OnWithMacros — otchuika yBegoMiIeHHsS 00 OOHApPYKEHHOM COOOIIECHHH C HEU3BECTHBIMHU

MaKpOCaMu;

4) OnError — oTchuIKa YBEAOMIICHHS O HEKOTOPOU BHYTpeHHe# omunodke B Komrutekce. Ommokoi
SIBIISICTCSI:

— 3aBeplICHHE CPOKa JCUCTBUS KIIOYEBOTO (aiina (modroBblii GuibTp OyAeT mepeBeicH B
JIEMOHCTPAIIMOHHBIN PEKUM pabOThI);

— HENpPaBWJIBHO  3aJIaHHBIC  3HAUCHHWs]  MApaMeTPOB  KOHQPUTYpaIMOHHOTO  (aiina
(aKTUBU3HUPYIOTCS 3HAUCHUS TI0-YMOJTYAHUIO).

Cexiust [COmmonN] onmuckIBaeT JOMOTHUTEIbHBIC HACTPOMKH OOIIIEro Ha3HAYCHHUSI, OTHOCSIITHECS
K CUCTEME B LIEJIOM:

1) MarkMessage = {yes, no} Ompexensier BO3MOKHOCTh n00aBienuss B RFC-822 3aronoBok

COOOIIEHUSI CTPOKH O PE3yJIbTaTe MPOBEPKH COOOIIIECHHUS.

— yes — J100aBISATh CTPOKY B 3aT0JIOBOK COOOIIICHUS;

- no — HE 00aBIATH CTPOKY B 3aroJI0BOK COOOIIICHUSI.
B RFC-822 3aronoBok cooOmienus nobasmsieTcs: ctpoka Buga XVBA = result, rie result
OTpakaeT pe3yJbTaT MPOBEPKU COOOIICHHS U MOXKET MPUHUMATh OJHO U3 CIEAYIOIIUX
3nauennii: Checked, Infected, Suspicious, WithMacros. JlanHas cTpoka MOXET OBITH
UCIONIb30BaHa TIOYTOBBIM KIMEHTOM TIOJIb30BATENs JJsl  OMNpeAeNieHus pe3ylbTaTa
MIPOBEPKHU COOOILIEHNUSI CEPBEPOM.

2) LogLevel = {low | high} YpOBEHb J€TaTU3AINHU BHIBOJUMBIX B JIOT COOOIICHHI.

— low — Hu3KHI ypOBEHD JeTaMU3auy COOOICHNH (BBIBOIATCS COOOIICHHUS O MPOBEPSIECMOM
00BEKTE TOJIBKO €CIIU OH SIBJISeTCS MH(ULMPOBAHHBIM / MOAO3PUTENIBHBIM / COACPKHUT
HEU3BECTHBIE MAKPOCHI);

— high — BbICOKHMIT ypOBEeHb JeTajau3alMd COOOIICHUN (BBIBOIATCS COOOIICHHS O KaXKIOM
MIPOBEPSEMOM OOBEKTE).

3) FilterMail = mail ITouroBslit agpec GuabTpa. mail — CTpOKa, 33JalOMIasi MOYTOBBIA aapec.
OmnpenensieT TMOYTOBBIA ajgpec, yKa3blBaeMbld B II0JIE From: KaKJIOTO COOOIICHHUS,
OTIIPABJICHHOTO  MOYTOBBIM  (QUIBTPOM  (HampUMep, YBEAOMIICHHS  IOJB30BATEIIO,
aJIMMHHUCTPATOPY).

4) AdminMail = mail TTourtoBsIit anpec ammuHKcTparopa. Mail — cTpoka, 3agaroas MOYTOBBIN
anpec. OmpenensieT MOYTOBBIA aIpec aJIMUHUCTPATOpa TOYTOBOW CHCTEMBI, IO KOTOPOMY
OyIyT pu HeOOXOIUMOCTH OTIIPABIISITHCS CITY>KeOHBIE COOOIIEHUS/yBETOMIICHHUS.

5) MessagePartialDiscard = {yes | no} Ompenenser aelCTBHE IMOYTOBOrO (HIBTPA MpPU
obpaboTke coobieHui, nmeromux mosie Content-Type = message/partial.

— yes — orOpachkiBaTh COOOIIEHHs, HE TPOBEPss; IPU TOM COOOIIEHHE HE JOCTaBIISACTCS
OJIb30BATEIIIO;
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— N0 — MPOJOJIKUTH MPOBEPKY COOOIICHUS.
6) NotifySenderPartial = {yes | no}
NotifyRcptPartial = {yes | no}
OmnpenensitoT BO3MOXKHOCTh OTCBIIKH YBeAoMiieHui otnpasutento (SenderNotify) u
nonyuaresro (ReptNotify) coobmenus ¢ momem Content-Type = message/partial.
— YeS — OTIpPAaBISTh YBEIOMIICHHC;
— N0 — He OTHPABIATh YBEIOMIICHHE.

7) SenderPartialTemplate = /etc/vba/vbasmf.templates/sender_message_partial. msg
RcptPartial Template = /etc/vba/vbasmf.templates/rcpt_message_partial.msg
OmnpenensroT criocod yBeToOMIICHHS MOJb30BaTesel 0 coodmeHnu ¢ moxem Content-
Type=message/partial. 3HaueHus apaMeTPOB aHATOTMYHBI BBIIICOMTHCAHHBIM
SenderNotifyTemplate u ReptNotifyTemplate.

B Tekymieit BepcuM MOTYT OBITh HMPUHSATHI CICAYIONIME CIICHApHH PAa0OThI C JaHHBIM THIIOM
coobmenusi. Eciim MessagePartialDiscard = yes, To maHHOe cOOOIICHHE OTOPACHIBACTCS MOYTOBBIM
CepBEPOM M HE JlocTaBisieTcst nojb3oBarento. [Ipu atom eciu NotifySenderPartial = yes, To oTtnpaButens
MMChMa TIOJYYUT YBeIOMIICHUE, YKka3anHoe napamerpoMm SenderPartialTemplate. [Tpu NotifyRcptPartial =
yes moJiydaTelb IMojydaeT yBemomiieHue; eciu MessagePartialDiscard = no, To maHHOe cooOIIeHuUs
MPOIYCKAETCsI MOYTOBBIM CEepBEpPOM (IIPOIMYCKAIOTCS €ro YacTH, €CIM MPU MPOBEPKE OHHM OKA3AINCh
«YUCTBIMIY). [Ipr 3TOM OCTaOTCs CIPaBEJIMBBIMU TPABUIIA OTCHUIKH YBEIOMIICHUS, OIIMCAHHBIC BHIIIE.
To ecTb B 3TOM City4ae €CTh BO3MOXKHOCTh YBEIOMHTH MOJyYaTessi MIChbMa O MOTEHIIMATLHON OMaCHOCTH
JAHHOTO COOOILEHHSI U3-32 HEBO3MOXKHOCTH €T0 LIEJIOCTHOM IMPOBEPKHU Ha TIOYTOBOM CEpBEpE.

@aiinn  mabioHa YBEIOMJICHHS COJIEPKHUT IMalbioH oTcburaeMoro coobmieHus. IllaGioHb
HaxoxsaTcs B katanore /etc/vba/vbasmf.templates. [Ipr He0OOXOAMMOCTH UX MOYKHO MOIU(PHUIIMPOBATEH HIIH
co3/1aTh HOBEIC (ainbl mabaoHoB. B Havane ¢aiina madioHa MOKHO J00aBUTh HECKOJIBKO TOJEH s
MIME 3aronoBka (Subject, Content-Type, MIME-Version). CooOmieHue MOXET CcoAepKaTh
MOJICTaBIIsieMble (MIIBTPOM TapameTpsl (MPU yKa3aHWW MYTH K BHEIIHEH MpOTpaMMe ITH IMapaMeTphl
SIBISIFOTCSI MMEHAMU TTEPEMEHHBIX OKPYKEHHS):

%SENDER% - 3amensieTcst riibTpOM Ha TIOYTOBBIN aJIpec OTIPABUTEINS COOOIICHHS,

%RCPT% - 3amensieTcst puabTpOM Ha IMOYTOBBIH ajjpec MoyryyaTesns COOOIIEeHHUS;
%SUBJECT% - 3amensieTcst GUiIbTpOM Ha TEMY COOOIICHHUS;
%VIRUS% - 3amensiercst GMIbTPOM Ha CIIMCOK BPEAOHOCHBIX OOBEKTOB, HAlAEHHBIX B COOOIIEHHH.

3.3. IIpumeHeHUe U3MEHEHUI
[Tocne usmeHenus KoHpuUrypaiuu Gpuibtpa BeimoiaHuTh Vbasmf-ctl reload.
3.4. OOHoBJeHHe

s ooHOBNeHUs BhimoHUTH Vbasmf-ctl update.
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4. BXO/JHBIE U BBIXO/HBIE TAHHBIE

BxonubiMu naHHbIMH I GUIbTpA SBISIOTCA IIOYTOBBIE COOOIIEHHMs B mime-dopmare,
Iepe1aBacMbl€ Ha MPOBEPKY MOYTOBOM CUCTEMOM.

BbIXOAHBIMU JTAHHBIMU SIBJISIFOTCSI PE3yJIbTAThl MPOBEPKH B BHUJE YMCIOBOTO (TEKCTOBOIO) KOJA,
coobmiaembie (PUITBTPOM MOYTOBOM CHCTEME.
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NEPEYEHb COKPAIIIEHAM

B HacTos1eM 10KyMEHTe UCII0JIb30BAaHbI CIEAYIONINE COKPAIICHHUS:
OC — onepalioHHasI CUCTEMa,

ITIK — nepcoHanbHbIN KOMIBIOTED;

I10O — nporpammHoOe obecrieyeHue.
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Jlucm pecucmpayuu usmenenu

Howmepa nucmos (cmpanuy)

Bcezo
Usm. usmenen- 3amemen- = HOBbIX AHHYIU-
JUCO8 Ne
HbIX HbIX POBAHHBIX
(cmpanuy) Ooxymenma
8 OOKYM.

Bxooswuii Ne
conposoou-
MeNbHO2O
OOKYM. U
oama

Ioon.

Jlama
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