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1.Detection

a) Forged Master Boot Record
=lofx|

File System Explorerl Scanner  Physical Drives |

Mame | Device Object | Media Type | Sector Size [Bytes) | Access Type | Fartition Style | Type | Status
[ % \DeviceHarddisk 0SDRO O0x863084E5 Fizgdt edia 512 Controller Direct Access [IDE ] MER B asic Forged
Partition0 [ 0x00000200 - 0234385800 |

|T0tal: 1 4

b) Additional hidden in memory atapi instance ( depending on configuration it
may also be iastor/scsiport/etc. )

=

DiiverObject | Mame | Baze | Entry Faint | Size | Full Path £ | Description | Company Mame I |nformation I -
O«F7AD3000 | O«F7AD4E72 | 0x3000 | CMWIMDOWS epztem3ZAEOOTVID. I WA Boot Diiver | Microzoft Corp... | Signed
O«F 7EOFOO0 O0«FFETACOS | 0«DO00 | CMWINDOWS apstern32NDRIVERSY1334BUS 1354 Bus Devic. Microzaft Corp. Signed
0+363E26E0 | \Driver\ACP! | DxFP4C0000 | O«F74E9059 | 0x2E0.. | CAWINDDWSASpstemn32\Diivers\ACP sy ACPl gpaiieep ... | Kopnopauwa ... | Signed
0<3E0FFF38 | “Driver\AFD | O«F2C00000 | 0«F2C2AF40 | 0x22000 | C:AWIMDOWSASpetem32hdrivershald. sps Ancilary Functio... | Microzoft Corp... | Signed
OxBE26CACH | SDriver\atapi | OxF7452000 OxFF4E7EF7 018000 | C:AWINDOWSYS pstern328Dirivershatapi. sps IDEAATARI Part... | Microzoft Corp... | Signed
0436340478 | \Driver\atapi | O«F7452000 O«F74E7EFY | 0x18000  C:MWIMDOWSASpetemn32\Diivers'atapi sy IDEAATAPI Port... | Microzoft Corp... | Signed Hidden in memorny
0436313748 | \Driver\au... | O«FFCATOOD | O«FFCAFEO0 | 0x1000 | CAWINDDWSheystem3ZDRIVERS \audstub.sps | AudStub Driver Microzoft Corp... | Signed
0x86210348 | “Driver\Beep | OxF7AF7OO00 O«FFAFFEEC | Ox2000 | CWWINDOWShSpstern32\Drivers\Beep S5 BEEF Driver Microzaft Corp... | Signed
0«F 7397000 05000 | CAWINDOWSASpstem32Diivers\Cdaudio. 55 | CD-ROM Audio ... | Microzoft Corp... | Signed Unloaded modul...
0436295440 | “FileSystem... | 0«F3E8B000 | 0«F3698485 | 0x10000 | CNWIMDOWSASypetern32\DrivershCdis. 555 CD-ROM File Sy... | Microzoft Corp... | Signed

0+363C7360 | \Driver\Cdr... | O«F7BOFOO0 O«F7E19604 | 0xD000 | CAMWIMDOWS epstem3ZNDRIVERS vediom.zy: | SCSICD-ROM ... | Microsoft Corp... | Signed o
OxF7E4FO00 | OxFFPESSESF | 0<D000 | CAWINDOWSsystem32WDRIVERSACLASSP.. | SCSIClass Syst.. | Microsoft Corp.. | Signed

0+3637BA0S | \Driver\Disk | O«FFE3F000 O«F7E4EEAE | 025000 | CMWIMDOWSASpstem32\Diiversdisk. sps PrP Disk. Driver Microzoft Corp... | Signed
0+36206F33 | “Driver\dmio | OxF74RAD00 | O«F748BF05 | 0x26000 | CWIMDODWSSSpetern324Diivershdmio. sys Jparieep eeoga.. | Kopnopauwa ... | Signed
0436334340 | \Driverdml... | O«FFAF1000 | O«FFAF1BFE | 0x2000 | CAWINDDWSASpetern32\Diivershdmload. sps MT Disk Manag... | Microzoft Corp.... | Signed
0«F2B39000  0«F2B4ESFF  0x18000 C:AWINDOWSASpetern324Drivershdump_atapi... File doesn't exist
O«F7AFFOOD  O«FFAFFES0  0x2000  CAWINDOWSASpetern324Drivershdump_ WL File doesn't exist
O«F31BE000 O«FF3TBYEBD | Ox3000 | CoWwIMNDOWSASestem32hdrivershD=apisys Directs &P Driver | Microsoft Corp... | Signed
O0<BFIC1000 | 0<BFI01090 | 0x12000 | CAWIMDOWSASeetemn32hdrivershdxg, sys Diirects Graphic... | Microzoft Corp... | Signed
0«F384C000 | 0«F384C359 | 0x1000 | CAWIMDOWSASpetern32\drivershdxgthk. sps Diirects Graphic... | Microzoft Corp... | Signed
0«863000ED | “Driver\Fde | O=F730F000 | OxFFIE4944 0x7000 | CWWANDOWSspsterm32WDRIVERSYdo.sps Floppy Disk Con... | Microsoft Corp... | Signed
0436125698 | “Driver‘\Fips | O«F3ECEOO0 | OxF3BCFF2E | 0x9000 | CAWINDDWSASystern32\Drivers\Fips 575 Jpaieep FIFS ... | Koprnopauwa ... | Signed
O«F 7387000 05000 | CAWINDOWS S pstem32\Diivers\Flppdisk. 5%'S | Floppy Driver Microzoft Corp... | Signed Unloaded modul...
0«862CF280 | “FileSystem... | 0=F7433000 0«FF44EDES | Ox1F000 | CowAMDOWS S pstem3250rivers itk gr sys Microzoft Filesys... | Microsoft Corp... | Signed
0+36114C08 | “FileSystem... | O«FFAFR000 | O«FFAFESE4 | 0x2000 | CAWINDODWSASpstern32\Drivers\Fs_FRec.5vS | File System Rec... | Microsoft Corp... | Signed
0+363E5E00 | SDriver\Fidi.. | O«F7430000 O:F74AB4E2 | Dx1FO000 | CMWIMDOWS S petern32\Diiversftdisk. sps Jparisep cucte.. | Kopnopauwa ... | Signed

0x86114880 | “Driverthd... | O=F2420000 0xF2444006 028000 | C:NWwWANDOW S spstern 32 drivershhd3aqogS.sys | Ybal2 AntiFioat... | WirusBlokAda .. | WBA32 Signed
0<3E0FABED | ADriver\HT... | OxF24C0000 | O«F24FAFST | 0x41000 | CAWINDDWSASpetemn32\Drivers\HT TP aps HTTF Protocal ... | Microzoft Corp... | Signed
0+3610C308 | \Driver\igl... | O«FFEIF000 O:F7EAS355 | O4E000 | CAWINDOWShspstem3Z\DRMNVERS S04 2prt svs | Npadieep nopra.. | Kopnopausa ... | Signed
0«8E3C7258 | ADriver\lmapi | O=F77FFO00 0«F73079FE 0«B000 | C:ANWINMDOW S spstem32ADRIVERS \imapi. sys IMAP| Kernel Dii... | Microsoft Corp... | Signed
0+36106340 | “DriverlpMat | 0«F2B51000 | 0«FZBEF5SC | 0x21000 | C:AWIMDODWShaystem 32D RIVERS ipnat.sps IP Metwork Addr... | Microzoft Corp... | Signed

0<3E0E57930 | “Drivert|PS... | O«F2CAFOOD | 0«F2ZCBFS85 | 0x13000 | CAWIMDOWShaystemI2DRIVERS ipsec. sy IPSec Driver Microzoft Corp... | Signed
OxBE3FE2A0 | “Driverhiza.. | OxF7SEFOO00 O«FFSFE3E4 | Ow5000 | CoWwINDOWSASpstem32\Drivershizapnp.sys Jpaiieep wiHer.. | Kopnopauwa ... | Signed
O BEINA2F0 | A Dirwerh kKb (e FFREEOON OeEFIN3EIN O 7000 LA OO S enetem I DBIWE RS, L bdrla Nraieen g oace Konnonangg Siored =

r— File Information: C:3WWIKDODWS \systemn324ntdI. dil
Size: 712192 Bytes [B95.50 KB]  Attributes: rsha Created: 16:00:00 18.08.2004 Madified: 16:00:00 18.08.2004 Aeocessed: 20:52:0020.11.2011

MDE: alcdbbbeasbedb02353d1 3401 7e2d607 SHA1: 1c07feb] 3d3f7(fc31 0d91 44701 9254923bce17h
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C)

"\Device\HardDiskO\DRO"” device stack

=T
Device Object | Mame | Upper Device | Lower Device | Driver Object | [Dirivver | Infarmation | -
E =& \DevicehldehldeD eviceP1 TOLO-1E [ 5 dawi...
0362598 CE0 0486298030 | 0x86230530 | CoAWINDOWS\system3I2ADRIVER S'edb... | Signed
036298030 “Device\CdRom 0«8629BCE0 | 0xB8E234020 | 04BE3CY3E0 | CAWINDOWS\system32\DRMNMERShedro.. | Signed —
O=BE234020 08629B030 | Ox8E2FESES | OxBE3CT258 | CNWINDOWShsystem3IZDRIVERSSma.. | Signed
0x3E2FE SRS *Deviceh 00000063 086294020 | 0xB862D4058 | 04BE3E2BED | CAWINDOWSEMS petem32\Drivers\aCPLsps | Signed
362040598 “DevicetldetldeDevic.. | O-852FESRS OBE2ECACT | C:AWINDDWSAS petem 32\ Dirivershatapi.ap: | Signed
= =& [ 4 devices |
O3E26C150 026308408 | 0«862DE158 | CoAWINDOWSASystem32\DrivershPartMg.. | Signed
O=8E3030E5 “DevicetHarddisk(NDRD | 048626C150 | 0«8632FF18 | OuBE37BA0E | CAWINDOWSASpetem 324 Drivershdisk. sy | Signed
O3E32FF18 *Deviceh 00000062 O«86308408 | 0xBE2FEDS9S | O4BE3EZEED | CAWINDOWSMS petem32\Drivers\aCPLsps | Signed
0+362FEDSS Y 0«8E32FF18 0:36340478  CAWINDOWS S petem 325 Driverst atapi.ayz | Signed Hidden in memory
B =& \Device'ldehldeD eviceP4TOLO-9 [ 4 devic...
O3E26C150 026308408 | 0«862DE158 | CoAWINDOWSASystem32\DrivershPartMg.. | Signed
0=8E3084E8 “DevicetHarddisk(NDRD | 048626CT50 | 0«8632FF18 | OxBE37BADE | CAWINDOWSASwstern 324 Drivershdisk sy | Signed
OBE32FF18 *Deviceh 00000062 O«86305408 | OxBE2FEDS9S | O4BE3EZBED | CAWINDOWSAS petem32\Drivers\aCF sps | Signed
036205058 “DevicetldetldeDevic... | 0=8632FF18 O+BE26CA00 | C:AWINDOWS S petem 324 Drivers' atapi.ayz | Signed
E =& \DevicehldetPoilde] Channell-3 [ 3 devices |
OBE304030 “DeviceldehldePort3 O+8E3E37F0 | OBE2ECACD | CAWIMDOWSAS petern 325Dirivershatapizpe | Signed
OBE3E37F0 4 Deviceh0000005d 0«86304030 | 0xBE3E3420 | 04BE3EZEED | CAWINDOWSEMS petem32\Drivers\aCPLsps | Signed
OBE3E 3420 “DevicehldehPoildelC... | O«8E3E 37F0 O<BE3BFFA0 | CAWINDOWSES petem 32\ Drivershpoiide.... | Signed
E <a\Device'WTFHP_PCI0014 [ 3 devices |
OwBE340AC8 OwEE300F18 | OwBE3C25A0 | CAWINDOWSAS pstern 324 Drivershpoi sy Sighed
03E300F18 *Deviceh 0000004 0«86340ACE | 0xBE399E50 | 04BE3EZEED | CAWINDOWSEMS petem32\Drivers\aCPLsps | Signed
0+3E333E50 “Device\MTPMP_PCIO... | 0=86300F12 O<3E3C2850 | C:AWINDOWSAS patem 325Drivers poi sps Signed
B =& \Device\ldehPeildezChannel0-4 [ 3 devices |
O+3E32F030 “DevicetldehldeFortd 0436324048 | OxBE2ECACD | CAWINMDOWSAS petern 325Dirivershatapizp: | Signed
0=86384045 Devicet 0000005 08632F030 | 0«86340278 | OuBE3E2BEQ | CAWIMDOWSASwetern 324DrivershACP]sv: | Signed
(36340278 “DevicehldehPoilde2C... | 0«86354048 O<BE3BFFA0 | CAWINDOWSES petem 32\ Drivershpoiide.... | Signed
= =a\Device'WTFHP_PCI0007 [ 3 devices |
(36370030 4Deviceh dePoildel OwEE2E0T770 | OwBB3BFYE0 | CAWINDOWSASpetem32hDrivershpoiide.... | Signed
036260770 SDevicet 00000043 086370030 | 0xBE37FESE | O4BE3E2EE0 | CAWINDOWSAS wetern324DiriversWACPLsvs | Signed d
Total: 264 device forming 59 device stacks v
d) LoadImage handler doesn’t belong to any loaded kernel module
=
Type | Address | Diriver & | Addition | Information | -
Loadlmage 0«60 70 | Whal32 AntiF ootkit Handler WBAIZ
Loadimage 0486340903 | [Unknown Handler]
Shutdawn O«F300BCTS | CAWIMDOW S Systern 3250 rivershCdfz, SY'5 DeviceObject = 0xBE17E3ZE Signed
PostdcquireForCoFlush | OsF74411ES | CWIMDOWShSpstem32hDrivers\itkgr. aus FzFilterCallbacks = Ok3E3CF2FE... | Signed
PostdcquireFordodifi.. | 0sF74411E4 | CWWIMDOWSYSystem32hDiivers itk or ays FsFilterCallbacks = Ox3E3CF2FE... | Signed
PostdequireForSectio.. | 0sF74411EA | CAWWINDOWS\Spstem320Drivershilthb gr sy FzFilterCallbacks = 0=BE3CF2F8... | Signed
PostReleazeForCoFlu... | 0aF74411EA | CWWIMDOWS\System320Driversiitbar sps FsFilterCallbacks = 0=BE3CF2F8... | Signed
PoztR eleazeFortodifi.. | OsF74411ES | CWIMDOWSYSystem32hDrivers\ithgr. aus FzFiterCallbacks = Ok3E3CF2FE... | Sighed
PostReleazeFarSect. . | OsF74411EA | CAWIMDOWSYSystem32hDnvers itk or ays FsFilterCallbacks = O4363CF2FA... | Signed
PredcquireForCeFlush | 0sF7441118 | CWWINDOWS\Spstem32\Diivershlthd gr sy FzFilterCallbacks = 0=BE3CF2F3... | Signed
PredcquireForMaodifie... | 0sF7441118 | CWWINDOWS\System32\Driversiitbar sps FsFilterCallbacks = 0=BE3CF2F8... | Signed
PredcquireF arSection... | 0xF7441118 ' M DS Szt 3250 rivers kb gr sz FzFiterCallbacks = Ox3E3CF2FE... | Signed
PreReleazeForCoFlush | OsF7441118 ' [N DS Szt 3250 rivers kb gr sys FzFilterCallbacks = Ok3E3CF2FE... | Signed
PreReleaseFortdodifi... | OxF7441118 ' M DO S S Spatem 32450 rivers b or sy FsFilterCallbacks = Ox3E3CF2FE... | Signed
PreReleaseForSectio.. | 0sF7441118 | CVWINDOWS\Spstem320Drivershilthb gr sy FzFilterCallbacks = 0=BE3CF2F8... | Signed
Shutdawn O«F7BOTBEE | C:AWIMDOW S Systern325DrivershFz_Fec.5YS DeviceObject = 0xB61ADEED Signed
Shutdown 0«F7BOTBEE | CWw/IMDOWS Suztem32\Dinvers\Fe Rec.5%'S DeviceObject = O43B1F7FO2 Sighed
Shtdown 0«F7BOTBEE | C:Ww/IMDOWS SSystem3250nvers'Fs_Rec. 5%'5 Devicelbject = 043627 2E30 Signed
Shutdown O«FFBOTBBE | CAWWIMDOW S Systern324DrivershFs_Fec. 55 DeviceObject = 0x8617FFO3 Signed
Shutdown OsF7BOTBEE | CNWIMDOW S Systern324DrivershFs_Fec.5YS DeviceObject = 0:BETACTED Signed
Shutdown O«F74912BE | CWwIMDOW S ASyztem 3250 rivers ftdisk. spsz DeviceObject = 0x3E3CAEED Signed e
Shutdown O«F7ETFY34 | ChWwINDOWSASestem 3250 nversMounth grsvs DeviceObject = 04363CE 403 Signed
SeFileSyztem O«F3IZZR1ER | ChWwINDOWS syatem32ADRIVER S smrsemb . sys Signed
BugCheckReazon O:F7an83830 | CAWIMDOWShaystern 325DRIVERS \masmbioz. ays CallbackRecard = DxF7AALAAD Signed
BuaCheckReazon OeF7aa3a 7 | CAWIMDDWShayatern 32YDRIVERS \mzzmbioz. sy CallbackRecard = OxF7AAJAGD Signed
BugCheckR eazon OuF7an3aC0 | ChwIMDOWS eyztem32WDRIVERS \mezmbios. zug CalbackRecord = 0«F 7444430 Sighed
PredcquireF aiCoFlugh | OsF7347B3F | CWWIMDOwWShSystem32hDnvers\Mup sy FsFilterCallbacks = 04363C0OE1AR. .. | Signed
PredcquireForModifie... | 0sF7347B3F | CAWINDOWSASyatem32\Drivers'b up sy FzFilterCallbacks = 0=BE3CDE18. . | Signed
PredcquireForSection... | DaF7347A4F | CAWINDOWSASyatem32\Drivers'\Mup. sy FsFilterCallbacks = 0=BE3C0E18... | Signed
PreReleazeForCoFlush | OsF7347B3F | CoWIMDOwWShSystern32hDrivershMup. sy FsFilterCallbacks = 0xBE3C0E18... | Sighed -
[Tatal: 43 y




e) All of major IRP Handlers points to the same memory address

FZi Irp Hooks i ] |
Diriver Object | Handler Marme | Current Address 4 | Ciriver | Infarmation
SDiriverhatapi DiriverStartlo 0«8624E 1B [Unk o H andler]

WDirivertatapi IRP_tJ_PHF QwBE24E 400 [Unk o Handler]
WDiriver'atapi IRP_MJ_SET_QUDTA 0x8634E4D0 [Unkrnow Handler]
SDiiverhatapi IRFP_KJ_QUERY_GUOTA O«8E34E4D0 [Unk v H andler]
SDiriverhatapi IRP_MJ_DEWICE_CHAMGE w8E634E4D0 [Unk o H andler]
WDirivertatapi IRP_MJ_SYSTEM_COMTROL Qw8E24E400 [Unk ot Handler]
S[Diriverhatapi IRF_K.J_POWER O«B534E 400 [Unk o H andler]
SDiiverhatapi IRP_MJ_SET_SECURITY O«8E34E4D0 [Unk v Handler]
Diriver'atapi IRP_MJ_QUERY_SECURITY 0x8634E4D0 [Unknown Handler]
WDiivertatapi IRP_MJ_CREATE_MAILSLOT Qx8624E4D0 [Unk oty Handler]
WDiriverhatapi IRP_K.J_CLEAHUP O«B534E4D0 [Unk o H andler]
SDiriverhatapi IRFP_MJ_LOCK_COMTROL w8E634E4D0 [Unk o H andler]
WDirivertatapi IRP_MJ_SHUTDOWHM QwBE24E 400 [Unk o Handler]
SDiriveratapi IRP_MJ_INTERNAL_DEYICE_COMTROL = 0x8634E400 [Unknawn Handler]
SDiiverhatapi IRP_kJ_DEVICE_COWMTROL O«8E34E4D0 [Unk v H andler]
SDirivertatapi IRP_kJ_FILE_SYSTEM_CONTROL (wBE34E4D0 [Unknown Handler]
WDirivertatapi IRP_MJ_DIRECTORY_COMTROL Qw8E24E400 [Unk ot Handler]
WDiriveratapi IRP_MJ_SET_WOLUME_INFORMATION  0x8634E400 [Unknawun Handler]
SDiriveratapi IRP_MJ_QUERY YOLUME_INFORMA, . OxB634E4D0 [Unknon Handler]
SDinverhatapi IRP_tJ_FLUSH_BLIFFERS 0x8534E400 [Unk o H andler]
WDiivertatapi IRP_MJ_SET_EA Qx8624E4D0 [Unk oty Handler]
WDiriverhatapi IRP_KMJ_QUERY_EA O«B534E4D0 [Unk o H andler]
SDiiverhatapi IRP_kJ_SET_IMFORMATION O«8E34E4D0 [Unk v Handler]
WDirivertatapi IRP_MJ_QUERY_INFORMATION 0x8E34E4D0 [Unk o Handler]
WDiivertatapi IRP_MJ_WwRITE Qx8624E4D0 [Unk oty Handler]
SDiiverhatapi IRP_t.J_READ O«8E34E4D0 [Unk v H andler]
SDiriverhatapi IRP_MJ_CLOSE w8E634E4D0 [Unk o H andler]
WDirivertatapi IRP_MJ_CREATE_MAMED_FIPE Qw8E24E400 [Unk ot Handler]
WDiriver'atapi IRP_MJ_CREATE 0x8634E4D0 [Unkrnow Handler]
4| | »
[Total 29 A

f) Note that some additional anomalies, such as injected .dlls or remote
threads, which are not shown in this document, may be present in infected
system



2.Removal

a) To fully disinfect the operating system select “"Restore Forged MBR and
force reboot” option

& AR .Y
S A T .. .
FZ Low-Level Disk Access Tool =10 x|

File: System Explnrall Scanner Physical Drives |

Se

ctor Size (Bytes]

Fartition Style

Media Type

30 2
Paritionl [ 0x0000D800 - 034385800 | Refresh Fs

Wigw F3
Dump Chrl+Dr

Dump Forged

Restore Forged MER Chrl+R
re Forged MER and Force rebook

Restore Forged MBR and force reset

iy [ Vbas2 Amtiootiit 5.1, 3 w53
b) After reboot Vba32 AntiRootkit will start automatically

¥ba32 An
File Tools Settings ?
= = = ;J ~Main Options————————————
vl-’a32-A|!t|R?_0tK_!t3:_12._5.5!)I.III!!42-2 _______________________________________________ I= Use sntivius Kemel _l
@
Vba32 AntiRootKit is designed for detecting and neutralizing rootkits, programs that subvert control [V Check digtal signature
of an operating system from its legitimate operators. Not only known {(added to antivirus base) [~ Vba32 Defender =]

malicious modules can be found, but the unknown ones as well.

[~ Log Settings
It is highly recommended to quit all running programs before starting the system analysis! FgBool Sacie
You may also enable ¥Yba32 Defender to prevent executable file startup and driver loading.

[V Kemel Modules

|V Kemel Device Stack

[V KemelMode Hooks

[V Kemel-Mode Notificators
[V FileSystem Minifilters

[v Diiver |0 Handler's Hooks R
[V Processes

v Autorun

[V Network

|V Diivers and Services

Check for Latest Updates: I~ File System =
e http://anti-virus.by/en/beta.shtml
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C)

Ensure that MBR is clean and there are no other anomalies present

FZ Low-Level Disk Access Tool o =] |
File: Systern E xplarer I Scanner  Physical Drives |
I ame | Device Object | tedia Type | Sector Size (Bytes) | Access Tupe | Partition Style | Type | Status
= % "Device'HarddiskW\DRO 0x862E14B5 Fizedhiedia 512 Controller Direct Access [IDE ) | MEBR B asic Ok
Partition0 [ 000000800 - 034385800 ]
|T0tal: 1 4




